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UNITVITRANSPORT

LAYER

Introduction:

Thenetworklayerprovidesend-to-endpacketdeliveryusingdata-gramsorvirtualcircuits.Thetransport

layerbuildsonthenetworklayertoprovidedatatransportfromaprocessonasourcemachinetoaprocessona

destinationmachinewithadesiredlevelofreliabilitythatisindependentofthephysicalnetworkscurrentlyinuse.It

providestheabstractionsthatapplicationsneedtousethenetwork.

TransportEntity:Thehardwareand/orsoftwarewhichmakeuseofservicesprovidedbythenetworklayer,(within

thetransportlayer)iscalledtransportentity.

TransportServiceProvider:Layers1to4arecalledTransportServiceProvider.

TransportServiceUser:Theupperlayersi.e.,layers5to7arecalledTransportServiceUser.

TransportServicePrimitives:Whichallowtransportusers(applicationprograms)toaccessthetransport

service.

TPDU(TransportProtocolDataUnit):Transmissionsofmessagebetween2transportentitiesarecarriedoutby

TPDU.Thetransportentitycarriesoutthetransportserviceprimitivesbyblockingthecallerandsendingapacket

theservice.Encapsulatedinthepayloadofthispacketisatransportlayermessagefortheserver’stransportentity.

Thetaskofthetransportlayeristoprovidereliable,cost-effectivedatatransportfromthesourcemachinetothe

destinationmachine,independentofphysicalnetworkornetworkscurrentlyinuse.

Syllabus:TransportLayer–TheInternetTransportProtocols:Udp,theInternetTransportProtocols:Tcp
ApplicationLayer–TheDomainNameSystem:TheDNSNameSpace,ResourceRecords,Name
Servers,ElectronicMail:ArchitectureandServices,TheUserAgent,MessageFormats,Message
Transfer,FinalDelivery
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TRANSPORTSERVICE

1.ServicesProvidedtotheUpperLayers

Theultimategoalofthetransportlayeristoprovideefficient,reliable,andcost-effectivedata

transmissionservicetoitsusers,normallyprocessesintheapplicationlayer.Toachievethis,thetransportlayer

makesuseoftheservicespro-videdbythenetworklayer.Thesoftwareand/orhardwarewithinthetransportlayer

thatdoestheworkiscalledthetransportentity.Thetransportentitycanbelocatedintheoperatingsystemkernel,

inalibrarypackageboundintonetworkapplications,inaseparateuserprocess,orevenonthenetworkinterface

card.

Fig4.1:Thenetwork,Applicationandtransportlayer

Therearetwotypesofnetworkservice

o Connection-oriented
o Connectionless

Similarly,therearealsotwotypesoftransportservice.Theconnection-orientedtransportserviceissimilartothe

connection-orientednetworkserviceinmanyways.

Inbothcases,connectionshavethreephases:

o Establishment
o Datatransfer
o Release.

 Addressingandflowcontrolarealsosimilarinbothlayers.Furthermore,theconnectionlesstransport

serviceisalsoverysimilartotheconnectionlessnetworkservice.

 Thebottomfourlayerscanbeseenasthetransportserviceprovider,whereastheupperlayer(s)arethe

transportserviceuser.
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2. TransportServicePrimitives

 Toallowuserstoaccessthetransportservice,thetransportlayermustprovidesomeoperationsto

applicationprograms,thatis,atransportserviceinterface.Eachtransportservicehasitsowninterface.

 Thetransportserviceissimilartothenetworkservice,buttherearealsosomeimportantdifferences.

 Themaindifferenceisthatthenetworkserviceisintendedtomodeltheserviceofferedbyreal

networks.Realnetworkscanlosepackets,sothenetworkserviceisgenerallyunreliable.

 The(connection-oriented)transportservice,incontrast,isreliable

Asanexample,considertwoprocessesconnectedbypipesinUNIX.Theyassumetheconnectionbetweenthem

isperfect.Theydonotwanttoknowaboutacknowledgements,lostpackets,congestion,oranythinglikethat.

Whattheywantisa100percentreliableconnection.ProcessAputsdataintooneendofthepipe,andprocessB

takesitoutoftheother.

Aseconddifferencebetweenthenetworkserviceandtransportserviceiswhomtheservicesareintendedfor.

Thenetworkserviceisusedonlybythetransportentities.Consequently,thetransportservicemustbeconvenientand

easytouse.

Table:4.1-Theprimitivesforasimpletransportservice.

Eg:Consideranapplicationwithaserverandanumberofremoteclients.

1. Theserverexecutesa“LISTEN”primitivebycallingalibraryprocedurethatmakesa

Systemcalltoblocktheserveruntilaclientturnsup.

2.Whenaclientwantstotalktotheserver,itexecutesa“CONNECT”primitive,with“CONNECTION

REQUEST”TPDUsenttotheserver.

3.Whenitarrives,theTEunblockstheserverandsendsa“CONNECTIONACCEPTED”TPDUbacktotheclient.

4.Whenitarrives,theclientisunblockedandtheconnectionisestablished.Datacannowbeexchangedusing

“SEND”and“RECEIVE”primitives.

5.Whenaconnectionisnolongerneeded,itmustbereleasedtofreeuptablespacewithinthe2transport

entries,whichisdonewith“DISCONNECT”primitivebysending“DISCONNECTIONREQUEST”
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TPDU.Thisdisconnectioncanbdoneeitherbyasymmetricvariant(connectionisreleased,dependingonother

one)orbysymmetricvariant(connectionisreleased,independentofotherone).

Figure4.2-NestingofTPDUs,packets,andframes

 Thetermsegmentformessagessentfromtransportentitytotransportentity.

 TCP,UDPandotherInternetprotocolsusethisterm.Segments(exchangedbythetransportlayer)are

containedinpackets(exchangedbythenetworklayer).

 Thesepacketsarecontainedinframes(exchangedbythedatalinklayer).Whenaframearrives,thedatalink

layerprocessestheframeheaderand,ifthedestinationaddressmatchesforlocaldelivery,passesthe

contentsoftheframepayloadfielduptothenetworkentity.

 Thenetworkentitysimilarlyprocessesthepacketheaderandthenpassesthecontentsofthepacketpayload

uptothetransportentity.ThisnestingisillustratedinFig.4.2.

Figure4.3-Astatediagramforasimpleconnectionmanagementscheme.Transitionslabelledinitalicsarecaused

bypacketarrivals.Thesolidlinesshowtheclient'sstatesequence.Thedashedlinesshowtheserver'sstatesequence.

Infig.4.3eachtransitionistriggeredbysomeevent,eitheraprimitiveexecutedbythelocaltransportuser

oranincomingpacket.Forsimplicity,weassumeherethateachTPDUisseparatelyacknowledged.Wealsoassume

thatasymmetricdisconnectionmodelisused,withtheclientgoingfirst.Pleasenotethatthismodelisquite

unsophisticated.Wewilllookatmorerealisticmodelslateron.
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BERKLEYSOCKETS

TheseprimitivesaresocketprimitivesusedinBerkleyUNIXforTCP.

ThesocketprimitivesaremainlyusedforTCP.ThesesocketswerefirstreleasedaspartoftheBerkeley

UNIX4.2BSDsoftwaredistributionin1983.Theyquicklybecamepopular.Theprimitivesarenowwidelyusedfor

Internetprogrammingonmanyoperatingsystems,especiallyUNIX-basedsystems,andthereisasocket-styleAPI

forWindowscalled‘‘winsock.’’

Figure4.4-ThesocketprimitivesforTCP.

Thefirstfourprimitivesinthelistareexecutedinthatorderbyservers.

TheSOCKETprimitivecreatesanewendpointandallocatestablespaceforitwithinthetransportentity.The

parameterincludestheaddressingformattobeused,thetypeofservicedesiredandtheprotocol.Newlycreated

socketsdonothavenetworkaddresses.

 TheBINDprimitiveisusedtoconnectthenewlycreatedsocketstoanaddress.Onceaserverhasboundan

addresstoasocket,remoteclientscanconnecttoit.

 TheLISTENcall,whichallocatesspacetoqueueincomingcallsforthecasethatseveralclientstryto

connectatthesametime.

 TheserverexecutesanACCEPTprimitivetoblockwaitingforanincomingconnection.

Someoftheclientsideprimitivesare.Here,too,asocketmustfirstbecreated

 TheCONNECTprimitiveblocksthecallerandactivelystartstheconnectionprocess.Whenit

completes,theclientprocessisunblockedandtheconnectionisestablished.

 BothsidescannowuseSENDandRECEIVEtotransmitandreceivedataoverthefull-duplex

connection.

 Connectionreleasewithsocketsissymmetric.WhenbothsideshaveexecutedaCLOSEprimitive,the

connectionisreleased.
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ELEMENTSOFTRANSPORTPROTOCOLS

Thetransportserviceisimplementedbyatransportprotocolusedbetweenthetwotransportentities.The

transportprotocolsresemblethedatalinkprotocols.Bothhavetodealwitherrorcontrol,sequencing,andflow

control,amongotherissues.Thedifferencetransportprotocolanddatalinkprotocoldependsupontheenvironmentin

whichtheyareoperated.

Thesedifferencesareduetomajordissimilaritiesbetweentheenvironmentsinwhichthetwoprotocols

operate,asshowninFig.

Atthedatalinklayer,tworouterscommunicatedirectlyviaaphysicalchannel,whetherwiredorwireless,

whereasatthetransportlayer,thisphysicalchannelisreplacedbytheentirenetwork.Thisdifferencehasmany

importantimplicationsfortheprotocols.

Figure(a)Environmentofthedatalinklayer.(b)Environmentofthetransportlayer.

Inthedatalinklayer,itisnotnecessaryforaroutertospecifywhichrouteritwantstotalkto.Inthe

transportlayer,explicitaddressingofdestinationsisrequired.

Inthetransportlayer,initialconnectionestablishmentismorecomplicated,aswewillsee.Difference

betweenthedatalinklayerandthetransportlayeristhepotentialexistenceofstoragecapacityinthesubnet

Bufferingandflowcontrolareneededinbothlayers,butthepresenceofalargeanddynamicallyvarying

numberofconnectionsinthetransportlayermayrequireadifferentapproachthanweusedinthedatalinklayer.

Thetransportserviceisimplementedbyatransportprotocolbetweenthe2transportentities.

Figure4.5illustratestherelationshipbetweentheNSAP,TSAPandtransportconnection.Applicationprocesses,

bothclientsandservers,canattachthemselvestoaTSAPtoestablishaconnectiontoaremote
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TSAP.

TheseconnectionsrunthroughNSAPsoneachhost,asshown.ThepurposeofhavingTSAPsisthatin

somenetworks,eachcomputerhasasingleNSAP,sosomewayisneededtodistinguishmultipletransportendpoints

thatsharethatNSAP.

Theelementsoftransportprotocolsare:

1. ADDRESSING

2.ConnectionEstablishment.

3.ConnectionRelease.

4.Errorcontrolandflowcontrol

5.Multiplexing.

1.ADDRESSING

Whenanapplication(e.g.,auser)processwishestosetupaconnectiontoaremoteapplicationprocess,itmust

specifywhichonetoconnectto.Themethodnormallyusedistodefinetransportaddressestowhichprocessescan

listenforconnectionrequests.IntheInternet,theseendpointsarecalledports.

Therearetwotypesofaccesspoints.

TSAP(TransportServiceAccessPoint)tomeanaspecificendpointinthetransportlayer.

Theanalogousendpointsinthenetworklayer(i.e.,networklayeraddresses)arenotsurprisinglycalled

NSAPs(NetworkServiceAccessPoints).IPaddressesareexamplesofNSAPs.

Fig4.5:TSAPandNSAPnetworkconnections

Applicationprocesses,bothclientsandservers,canattachthemselvestoalocalTSAPtoestablisha

connectiontoaremoteTSAP.TheseconnectionsrunthroughNSAPsoneachhost.ThepurposeofhavingTSAPsis

thatinsomenetworks,eachcomputerhasasingleNSAP,sosomewayisneededtodistinguishmultipletransport

endpointsthatsharethatNSAP.
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Apossiblescenarioforatransportconnectionisasfollows:

1.AmailserverprocessattachesitselftoTSAP1522onhost2towaitforanincomingcall.Howaprocessattaches

itselftoaTSAPisoutsidethenetworkingmodelanddependsentirelyonthelocaloperatingsystem.Acallsuchas

ourLISTENmightbeused,forexample.

2.Anapplicationprocessonhost1wantstosendanemailmessage,soitattachesitselftoTSAP1208andissuesa

CONNECTrequest.TherequestspecifiesTSAP1208onhost1asthesourceandTSAP1522onhost2asthe

destination.Thisactionultimatelyresultsinatransportconnectionbeingestablishedbetweentheapplication

processandtheserver.

3.Theapplicationprocesssendsoverthemailmessage.

4. Themailserverrespondstosaythatitwilldeliverthemessage.

5.Thetransportconnectionisreleased.

2.CONNECTIONESTABLISHMENT:

Withpacketlifetimesbounded,itispossibletodeviseafoolproofwaytoestablishconnectionssafely.

Packetlifetimecanbeboundedtoaknownmaximumusingoneofthefollowingtechniques:

 Restrictedsubnetdesign

 Puttingahopcounterineachpacket

 Timestampingineachpacket

Usinga3-wayhandshake,aconnectioncanbeestablished.Thisestablishmentprotocoldoesn’trequirebothsides

tobeginsendingwiththesamesequencenumber.

Fig4.6:Threeprotocolscenariosforestablishingaconnectionusingathree-wayhandshake.CRdenotesCONNEC

TIONREQUEST(a)Normaloperation.(b)OldduplicateCONNECTIONREQUESTappearingoutofnowhere.(c)

DuplicateCONNECTIONREQUESTandduplicateACK.
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 Thefirsttechniqueincludesanymethodthatpreventspacketsfromlooping,combinedwithsomewayof

boundingdelayincludingcongestionoverthelongestpossiblepath.Itisdifficult,giventhatinternetsmay

rangefromasinglecitytointernationalinscope.

 Thesecondmethodconsistsofhavingthehopcountinitializedtosomeappropriatevalueanddecremented

eachtimethepacketisforwarded.Thenetworkprotocolsimplydiscardsanypacketwhosehopcounter

becomeszero.

 Thethirdmethodrequireseachpackettobearthetimeitwascreated,withtheroutersagreeingtodiscard

anypacketolderthansomeagreed-upontime.

Infig(A)Tomlinson(1975)introducedthethree-wayhandshake.

 Thisestablishmentprotocolinvolvesonepeercheckingwiththeotherthattheconnectionrequestisindeed

current.Host1choosesasequencenumber,x,andsendsaCONNECTIONREQUESTsegmentcontainingit

tohost2.Host2replieswithanACKsegmentacknowledgingxandannouncingitsowninitialsequence

number,y.

 Finally,host1acknowledgeshost2’schoiceofaninitialsequencenumberinthefirstdatasegmentthatit

sends

Infig(B)thefirstsegmentisadelayedduplicateCONNECTIONREQUESTfromanoldconnection.

 Thissegmentarrivesathost2withouthost1’sknowledge.Host2reactstothissegmentbysendinghost1an

ACKsegment,ineffectaskingforverificationthathost1wasindeedtryingtosetupanewconnection.

 Whenhost1rejectshost2’sattempttoestablishaconnection,host2realizesthatitwastrickedbya

delayedduplicateandabandonstheconnection.Inthisway,adelayedduplicatedoesnodamage.

 TheworstcaseiswhenbothadelayedCONNECTIONREQUESTandanACKarefloatingaroundinthesubnet.

Infig(C)previousexample,host2getsadelayedCONNECTIONREQUESTandrepliestoit.

 Atthispoint,itiscrucialtorealizethathost2hasproposedusingyastheinitialsequencenumberforhost

2tohost1traffic,knowingfullwellthatnosegmentscontainingsequencenumberyoracknowledgementsto

yarestillinexistence.

 Whentheseconddelayedsegmentarrivesathost2,thefactthatzhasbeenacknowledgedratherthany

tellshost2thatthis,too,isanoldduplicate.
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 Theimportantthingtorealizehereisthatthereisnocombinationofoldsegmentsthatcancausethe

protocoltofailandhaveaconnectionsetupbyaccidentwhennoonewantsit.

3. CONNECTIONRELEASE:

Aconnectionisreleasedusingeitherasymmetricorsymmetricvariant.But,theimprovedprotocolfor

releasingaconnectionisa3-wayhandshakeprotocol.

Therearetwostylesofterminatingaconnection:

1) Asymmetricreleaseand

2)Symmetricrelease.

Asymmetricreleaseisthewaythetelephonesystemworks:whenonepartyhangsup,theconnectionis

broken.Symmetricreleasetreatstheconnectionastwoseparateunidirectionalconnectionsandrequires

eachonetobereleasedseparately.

Fig-(a) Fig-(b) Fig-(c) Fig-(d)

Oneoftheusersendsa

DISCONNECTION

REQUEST TPDU in

order to initiate

connectionrelease.

When itarrives, the

recipientsendsbackaDR

-TPDU,too,andstartsa

timer.

WhenthisDRarrives,

theoriginalsendersends

backanACK-TPDUand

releasestheconnection.

Finally,whentheACK-

TPDU arrives, the

receiver also

releasestheconnection.

Initialprocessisdonein

thesamewayasinfig-

(a).

IfthefinalACK-TPDU

islost,thesituationis

saved by the timer.

When the timer is

expired,theconnectionis

released.

IfthesecondDRislost,
theuserinitiatingthe
disconnection will not
receive the expected
response, and will
timeoutandstartsall
overagain.

Sameasinfig-(c)

exceptthatallrepeated

attemptstoretransmit

the

DR isassumedtobe

failed due to lost

TPDUs. After ‘N’

entries,thesenderjust

givesupand

releases the

connection.
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4. FLOWCONTROLANDBUFFERING:

Flowcontrolisdonebyhavingaslidingwindowoneachconnectiontokeepafasttransmitterfromover

runningaslowreceiver.Bufferingmustbedonebythesender,ifthenetworkserviceisunreliable.Thesender

buffersalltheTPDUssenttothereceiver.ThebuffersizevariesfordifferentTPDUs.

Theyare:

a) ChainedFixed-sizeBuffers

b) ChainedVariable-sizeBuffers

c) OnelargeCircularBufferperConnection

(a).ChainedFixed-sizeBuffers:

IfmostTPDUsarenearlythesamesize,thebuffersareorganizedasapoolofidenticalsizebuffers,with

oneTPDUperbuffer.
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(b).ChainedVariable-sizeBuffers:

Thisisanapproachtothebuffer-sizeproblem.i.e.,ifthereiswidevariationinTPDUsize,fromafew

characterstypedataterminaltothousandsofcharactersfromfiletransfers,someproblemsmayoccur:

 IfthebuffersizeischosenequaltothelargestpossibleTPDU,spacewillbewastedwheneverashort

TPDUarrives.

 IfthebuffersizeischosenlessthanthemaximumTPDUsize,multiplebufferswillbeneededforlong

TPDUs.

Toovercometheseproblems,weemployvariable-sizebuffers.

(c).OnelargeCircularBufferperConnection:

Asinglelargecircularbufferperconnectionisdedicatedwhenallconnectionsareheavilyloaded.

1.SourceBufferingisusedforlowbandwidthburstytraffic

2.DestinationBufferingisusedforhighbandwidthsmoothtraffic.

3.DynamicBufferingisusedifthetrafficpatternchangesrandomly.

Figure4.7.(a)Chainedfixed-sizebuffers.(b)Chainedvariable-sizedbuffers.(c)Onelargecircularbufferper

connection.

5. MULTIPLEXING:

Innetworksthatusevirtualcircuitswithinthesubnet,eachopenconnectionconsumessometablespaceinthe

routersfortheentiredurationoftheconnection.Ifbuffersarededicatedtothevirtualcircuitineachrouteraswell,

auserwholeftaterminalloggedintoaremotemachine,thereisneedformultiplexing.Thereare2kindsof

multiplexing:
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Figure4.8.(a)Upwardmultiplexing.(b)Downwardmultiplexing

(a).UP-WARDMULTIPLEXING:

Inthebelowfigure,allthe4distincttransportconnectionsusethesamenetworkconnectiontotheremote

host.Whenconnecttimeformsthemajorcomponentofthecarrier’sbill,itisuptothetransportlayertogroup

portconnectionsaccordingtotheirdestinationandmapeachgroupontotheminimumnumberofportconnections.

(b).DOWN-WARDMULTIPLEXING:

 Iftoomanytransportconnectionsaremappedontotheonenetworkconnection,the

performancewillbepoor.

 Iftoofewtransportconnectionsaremappedontoonenetworkconnection,theservicewill

beexpensive.

Thepossiblesolutionistohavethetransportlayeropenmultipleconnectionsanddistributethetrafficamongthem

onround-robinbasis,asindicatedinthebelowfigure:

With‘k’networkconnectionsopen,theeffectivebandwidthisincreasedbyafactorof‘k’.

TRANSPORTPROTOCOLS-UDP

TheInternethastwomainprotocolsinthetransportlayer,aconnectionlessprotocolandaconnection-

orientedone.Theprotocolscomplementeachother.TheconnectionlessprotocolisUDP.Itdoesalmostnothing

beyondsendingpacketsbetweenapplications,lettingapplicationsbuildtheirownprotocolsontopasneeded.

Theconnection-orientedprotocolisTCP.Itdoesalmosteverything.Itmakesconnectionsandaddsreliability

withretransmissions,alongwithflowcontrolandcongestioncontrol,allonbehalfofthe
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applicationsthatuseit.SinceUDPisatransportlayerprotocolthattypicallyrunsintheoperatingsystemand

protocolsthatuseUDPtypicallyruninuserspace,theseusesmightbeconsideredapplications.

INTROUCTIONTOUDP

 TheInternetprotocolsuitesupportsaconnectionlesstransportprotocolcalledUDP(UserDatagramProtocol).

UDPprovidesawayforapplicationstosendencapsulatedIPdatagramswithouthavingtoestablisha

connection.

 UDPtransmitssegmentsconsistingofan8-byteheaderfollowedbythepay-load.Thetwoportsserveto

identifytheend-pointswithinthesourceanddestinationmachines.

 WhenaUDPpacketarrives,itspayloadishandedtotheprocessattachedtothedestinationport.This

attachmentoccurswhentheBINDprimitive.Withouttheportfields,thetransportlayerwouldnotknow

whattodowitheachincomingpacket.Withthem,itdeliverstheembeddedsegmenttothecorrect

application.

Fig4.9:TheUDPheader
Sourceport,destinationport:Identifiestheendpointswithinthesourceanddestinationmachines.

UDPlength:Includes8-byteheaderandthedata

UDPchecksum:IncludestheUDPheader,theUDPdatapaddedouttoanevennumberofbytesifneedbe.Itisan

optionalfield

REMOTEPROCEDURECALL

 Inacertainsense,sendingamessagetoaremotehostandgettingareplybackislikemakingafunctioncall

inaprogramminglanguage.Thisistoarrangerequest-replyinteractionsonnetworkstobecastintheform

ofprocedurecalls.

 Forexample,justimagineaprocedurenamedgetIPaddress(hostname)thatworksbysendingaUDPpacket

toaDNSserverandwaitingorthereply,timingoutandtryingagainifoneisnotforthcomingquickly

enough.Inthisway,allthedetailsofnetworkingcanbehiddenfromtheprogrammer.

 RPCisusedtocallremoteprogramsusingtheproceduralcall.Whenaprocessonmachine1callsaprocedure

onmachine2,thecallingprocesson1issuspendedandexecutionofthecalledproceduretakesplaceon2.

 Informationcanbetransportedfromthecallertothecalleeintheparametersandcancomebackinthe

procedureresult.Nomessagepassingisvisibletotheapplicationprogrammer.Thistechniqueisknownas

RPC(RemoteProcedureCall)andhasbecomethebasisformanynetworkingapplications.



Page15

Traditionally,thecallingprocedureisknownastheclientandthecalledprocedureisknownasthe

server.

 Inthesimplestform,tocallaremoteprocedure,theclientprogrammustbeboundwithasmalllibrary

procedure,calledtheclientstub,thatrepresentstheserverprocedureintheclient’saddressspace.Similarly,

theserverisboundwithaprocedurecalledtheserverstub.Theseprocedureshidethefactthatthe

procedurecallfromtheclienttotheserverisnotlocal.

Fig4.10:StepsinmakingaRPC

Step1istheclientcallingtheclientstub.Thiscallisalocalprocedurecall,withtheparameterspushedontothe

stackinthenormalway.

Step2istheclientstubpackingtheparametersintoamessageandmakingasystemcalltosendthemessage.Packing

theparametersiscalledmarshaling.

Step3istheoperatingsystemsendingthemessagefromtheclientmachinetotheservermachine.

Step4istheoperatingsystempassingtheincomingpackettotheserverstub.

Step5istheserverstubcallingtheserverprocedurewiththeunmarshaledparameters.Thereplytracesthe

samepathintheotherdirection.

Thekeyitemtonotehereisthattheclientprocedure,writtenbytheuser,justmakesanormal(i.e.,local)

procedurecalltotheclientstub,whichhasthesamenameastheserverprocedure.Sincetheclientprocedureand

clientstubareinthesameaddressspace,theparametersarepassedintheusualway.

Similarly,theserverprocedureiscalledbyaprocedureinitsaddressspacewiththeparametersitexpects.

Totheserverprocedure,nothingisunusual.Inthisway,insteadofI/Obeingdoneonsockets,network

communicationisdonebyfakinganormalprocedurecall.WithRPC,passingpointersisimpossiblebecausetheclient

andserverareindifferentaddressspaces.
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TCP(TRANSMISSIONCONTROLPROTOCOL)

Itwasspecificallydesignedtoprovideareliableend-toendbytestreamoveranunreliablenetwork.Itwas

designedtoadaptdynamicallytopropertiesoftheinternetworkandtoberobustinthefaceofmanykindsof

failures.

EachmachinesupportingTCPhasaTCPtransportentity,whichacceptsuserdatastreamsfromlocal

processes,breaksthemupintopiecesnotexceeding64kbytesandsendseachpieceasaseparateIPdatagram.When

thesedatagramsarriveatamachine,theyaregiventoTCPentity,whichreconstructstheoriginalbytestreams.It

isuptoTCPtotimeoutandretransmitsthemasneeded,alsotoreassembledatagramsintomessagesinproper

sequence.

Thedifferentissuestobeconsideredare:

1. TheTCPServiceModel

2.TheTCPProtocol

3.TheTCPSegmentHeader

4.TheConnectionManagement

5.TCPTransmissionPolicy

6.TCPCongestionControl

7.TCPTimerManagement.

TheTCPServiceModel

 TCPserviceisobtainedbyhavingboththesenderandreceivercreateendpointscalledSOCKETS

 Eachsockethasasocketnumber(address)consistingoftheIPaddressofthehost,calleda“PORT”(=

TSAP)

 ToobtainTCPserviceaconnectionmustbeexplicitlyestablishedbetweenasocketonthesending

machineandasocketonthereceivingmachine

 AllTCPconnectionsarefullduplexandpointtopointi.e.,multicastingorbroadcastingisnot

supported.

 ATCPconnectionisabytestream,notamessagestreami.e.,thedataisdeliveredaschunks

.:4*512bytesofdataistobetransmitted.
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Sockets:

Asocketmaybeusedformultipleconnectionsatthesametime.Inotherwords,2ormoreconnectionsmay

terminateatsamesocket.Connectionsareidentifiedbysocketidentifiersatsamesocket.Connectionsareidentified

bysocketidentifiersatbothends.Someofthesocketsarelistedbelow:

Ports:Portnumbersbelow256arecalledWell-knownportsandarereservedforstandardservices.

Eg:

PORT-21 ToestablishaconnectiontoahosttotransferafileusingFTP

PORT-23 ToestablisharemoteloginsessionusingTELNET

TheTCPProtocol

 AkeyfeatureofTCP,andonewhichdominatestheprotocoldesign,isthateverybyteonaTCP

connectionhasitsown32-bitsequencenumber.

 WhentheInternetbegan,thelinesbetweenroutersweremostly56-kbpsleasedlines,soahostblasting

awayatfullspeedtookover1weektocyclethroughthesequencenumbers.

 ThebasicprotocolusedbyTCPentitiesistheslidingwindowprotocol.

 Whenasendertransmitsasegment,italsostartsatimer.

 Whenthesegmentarrivesatthedestination,thereceivingTCPentitysendsbackasegment(withdataifany

exist,otherwisewithoutdata)bearinganacknowledgementnumberequaltothenextsequencenumberit

expectstoreceive.

 Ifthesender'stimergoesoffbeforetheacknowledgementisreceived,thesendertransmitsthesegment

again.

TheTCPSegmentHeader

Everysegmentbeginswithafixed-format,20-byteheader.Thefixedheadermaybefollowedbyheader

options.Aftertheoptions,ifany,upto65,535-20-20=65,495databytesmayfollow,wherethefirst20

refertotheIPheaderandthesecondtotheTCPheader.Segmentswithoutanydataarelegalandarecommonlyused

foracknowledgementsandcontrolmessages.
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Fig4.11:TheTCPHeader
SourcePort,DestinationPort:Identifylocalendpointsoftheconnections

Sequencenumber:Specifiesthesequencenumberofthesegment

AcknowledgementNumber:Specifiesthenextbyteexpected.

TCPheaderlength:Tellshowmany32-bitwordsarecontainedinTCPheaderURG:Itis

setto1ifURGENTpointerisinuse,whichindicatesstartofurgentdata.ACK:Itisset

to1toindicatethattheacknowledgementnumberisvalid.

PSH:Indicatespusheddata

RST:Itisusedtoresetaconnectionthathasbecomeconfusedduetorejectaninvalid segmentorrefusean

attempttoopenaconnection.

FIN:Usedtoreleaseaconnection.

SYN:Usedtoestablishconnections.

TCPConnectionEstablishment

Toestablishaconnection,oneside,say,theserver,passivelywaitsforanincomingconnectionbyexecuting

theLISTENandACCEPTprimitives,eitherspecifyingaspecificsourceornobodyinparticular.

Theotherside,say,theclient,executesaCONNECTprimitive,specifyingtheIPaddressandporttowhich

itwantstoconnect,themaximumTCPsegmentsizeitiswillingtoaccept,andoptionallysomeuserdata(e.g.,a

password).

TheCONNECTprimitivesendsaTCPsegmentwiththeSYNbitonandACKbitoffandwaitsforaresponse.
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Fig4.12:a)TCPConnectionestablishmentinthenormalcaseb)CallCollision

TCPConnectionRelease

 AlthoughTCPconnectionsarefullduplex,tounderstandhowconnectionsarereleaseditisbesttothinkof

themasapairofsimplexconnections.

 Eachsimplexconnectionisreleasedindependentlyofitssibling.Toreleaseaconnection,eitherpartycansend

aTCPsegmentwiththeFINbitset,whichmeansthatithasnomoredatatotransmit.

 WhentheFINisacknowledged,thatdirectionisshutdownfornewdata.Datamaycontinuetoflow

indefinitelyintheotherdirection,however.

 Whenbothdirectionshavebeenshutdown,theconnectionisreleased.
 Normally,fourTCPsegmentsareneededtoreleaseaconnection,oneFINandoneACKforeachdirection.

However,itispossibleforthefirstACKandthesecondFINtobecontainedinthesamesegment,reducing

thetotalcounttothree.

TCPConnectionManagementModeling

Thestepsrequiredestablishingandreleaseconnectionscanberepresentedinafinitestatemachinewiththe11states

listedinFig.4.13.Ineachstate,certaineventsarelegal.Whenalegaleventhappens,someactionmaybetaken.If

someothereventhappens,anerrorisreported.

Figure4.13.ThestatesusedintheTCPconnectionmanagementfinitestatemachine.
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Figure4.14-TCPconnectionmanagementfinitestatemachine.

TCPConnectionmanagementfromserver’spointofview:

1.TheserverdoesaLISTENandsettlesdowntoseewhoturnsup.

2.WhenaSYNcomesin,theserveracknowledgesitandgoestotheSYNRCVDstate

3.WhentheserversSYNisitselfacknowledgedthe3-wayhandshakeiscompleteandservergoestothe

ESTABLISHEDstate.Datatransfercannowoccur.

4.Whentheclienthashadenough,itdoesaclose,whichcausesaFINtoarriveattheserver[dashed

boxmarkedpassiveclose].

5.Theserveristhensignaled.

6.Whenittoo,doesaCLOSE,aFINissenttotheclient.

7.Whentheclient’sacknowledgementshowsup,theserverreleasestheconnectionanddeletesthe

connectionrecord.
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TCPTransmissionPolicy

Figure4.15-WindowmanagementinTCP.

1.Intheaboveexample,thereceiverhas4096-bytebuffer.

2.Ifthesendertransmitsa2048-bytesegmentthatiscorrectlyreceived,thereceiverwillacknowledgethe

segment.

3.Nowthereceiverwilladvertiseawindowof2048asithasonly2048ofbufferspace,now.

4.Nowthesendertransmitsanother2048byteswhichareacknowledged,buttheadvertisedwindowis’0’.

5.Thesendermuststopuntiltheapplicationprocessonthereceivinghosthasremovedsomedatafromthe

buffer,atwhichtimeTCPcanadvertisealayerwindow.

TCPCONGESTIONCONTROL:

TCPdoestotrytopreventthecongestionfromoccurringinthefirstplaceinthefollowingway:
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Whenaconnectionisestablished,asuitablewindowsizeischosenandthereceiverspecifiesawindowbased

onitsbuffersize.Ifthesenderstickstothiswindowsize,problemswillnotoccurduetobufferoverflowatthe

receivingend.Buttheymaystilloccurduetointernalcongestionwithinthenetwork.Let’sseethisproblemoccurs.

Figure4.16.(a)Afastnetworkfeedingalow-capacityreceiver.(b)Aslownetworkfeedingahigh-capacity

receiver.
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Infig(a):Weseeathickpipeleadingtoasmall-capacityreceiver.Aslongasthesenderdoesnotsendmore

waterthanthebucketcancontain,nowaterwillbelost.

Infig(b):Thelimitingfactorisnotthebucketcapacity,buttheinternalcarryingcapacityofthen/w.iftoo

muchwatercomesintoofast,itwillbackupandsomewillbelost.

 Whenaconnectionisestablished,thesenderinitializesthecongestionwindowtothesizeofthemax

segmentinuseourconnection.

 Itthensendsonemaxsegment.ifthismaxsegmentisacknowledgedbeforethetimergoesoff,itaddsone

segmentsworthofbytestothecongestionwindowtomakeittwomaximumsizesegmentsandsends2

segments.

 Aseachofthesesegmentsisacknowledged,thecongestionwindowisincreasedbyonemaxsegmentsize.

 Whenthecongestionwindowis‘n’segments,ifall‘n’areacknowledgedontime,thecongestion

windowisincreasedbythebytecountcorrespondingto‘n’segments.

 Thecongestionwindowkeepsgrowingexponentiallyuntileitheratimeoutoccursorthereceiver’s

windowisreached.

 Theinternetcongestioncontrolalgorithmusesathirdparameter,the“threshold”inadditiontoreceiverand

congestionwindows.

DifferentcongestioncontrolalgorithmsusedbyTCPare:

 RTTvarianceEstimation.

 ExponentialRTOback-off Re-transmissionTimerManagement

 Karn’sAlgorithm

 SlowStart

 Dynamicwindowsizingoncongestion

 FastRetransmit WindowManagement

 FastRecovery

TCPTIMERMANAGEMENT:

TCPuses3kindsoftimers:

1.Retransmissiontimer

2.Persistencetimer

3.Keep-Alivetimer.

1.Retransmissiontimer:Whenasegmentissent,atimerisstarted.Ifthesegmentisacknowledgedbeforethe

timerexpires,thetimerisstopped.Ifontheotherhand,thetimergoesoffbeforetheacknowledgementcomesin,

thesegmentisretransmittedandthetimerisstartedagain.Thealgorithmthatconstantlyadjuststhetime-out

interval,basedoncontinuousmeasurementsofn/wperformancewasproposedbyJACOBSONandworksasfollows:
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 foreachconnection,TCPmaintainsavariableRTT,thatisthebestcurrentestimateoftheroundtrip

timetothedestinationinnquestion.

 Whenasegmentissent,atimerisstarted,bothtoseehowlongtheacknowledgementtakesandto

triggeraretransmissionifittakestoolong.

 Iftheacknowledgementgetsbackbeforethetimerexpires,TCPmeasureshowlongthemeasurementstook

sayM

2.Persistencetimer:

Itisdesignedtopreventthefollowingdeadlock:

 Thereceiversendsanacknowledgementwithawindowsizeof‘0’tellingthesendertowaitlater,the

receiverupdatesthewindow,butthepacketwiththeupdateislostnowboththesenderandreceiverare

waitingforeachothertodosomething

 whenthepersistencetimergoesoff,thesendertransmitsaprobetothereceivertheresponsetothe

probegivesthewindowsize

 ifitisstillzero,thepersistencetimerissetagainandthecyclerepeats

 ifitisnonzero,datacannowbesent

3.Keep-Alivetimer:Whenaconnectionhasbeenidleforalongtime,thistimermaygoofftocauseonesideto

checkifothersideisstillthere.Ifitfailstorespond,theconnectionisterminated.

DOMAINNAMESYSTEM

Thisisprimarilyusedformappinghostande-maildestinationstoIPaddressesbutcanalsobeusedother

purposes.DNSisdefinedinRFCs1034and1035.

Working:-

TomapanameontoanIPaddress,anapplicationprogramcallsalibraryprocedurecalledResolver,

passingitthenameasaparameter.

TheresolversendsaUDPpackettoalocalDNSserver,whichthenlooksupthenameandreturnstheIPaddress

totheresolver,whichthenreturnsittothecaller.

ArmedwiththeIPaddress,theprogramcanthenestablishaTCPconnectionwiththedestination,orsend
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itUDPpackets.

1. TheDNSnamespace.

2. ResourceRecords.

3. NameServers.

1. THEDNSNAMESPACE:

TheInternetisdividedintoseveralhundredtopleveldomains,whereeachdomaincoversmanyhosts.Eachdomainis

partitionedintosubdomains,andthesearefurtherpartitionedassoon.Allthesedomainscanberepresentedbyatree,

inwhichtheleavesrepresentdomainsthathavenosubdomains.Aleafdomainmaycontainasinglehost,oritmay

representacompanyandcontainsthousandsofhosts.Eachdomainisnamedbythepathupwardfromittotheroot.The

componentsareseparatedbyperiods(pronounced“dot”)

Eg:SunMicrosystemsEngg.Department=eng.sun.com.

Thetopdomaincomesin2flavours:-

Generic:com(commercial),edu(educationalinstructions),mil(theU.Sarmedforces,government),int(certain

internationalorganizations),net(networkproviders),org(nonprofitorganizations).

Country:include1entryforeverycountry.Domainnamescanbeeitherabsolute(endswithaperiode.g.

eng.sum.com)orrelative(doesn’tendwithaperiod).Domainnamesarecasesensitiveandthecomponentnames

canbeupto63characterslongandfullpathnamesmustnotexceed255characters.

Figure5-1.AportionoftheInternetdomainnamespace.

Insertionsofadomainintothetreecanbedonein2days:-

•Underagenericdomain(Eg:cs.yale.edu)

•Underthedomainoftheircountry(E.g:cs.yale.ct.us)

2. RESOURCERECORDS:

Everydomaincanhaveasentofresourcerecordsassociatedwithit.Forasinglehost,themostcommon
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resourcerecordisjustitsIPaddress.WhenaresolvergivesadomainnametoDNS,itgetsboththeresourcerecords

associatedwiththatnamei.e.,therealfunctionofDNSistomapdomainnamesintoresourcerecords.Aresource

recordisa5-tupleanditsformatisasfollows:

DomainName Timetolive Type Class Value

Domain_name:Tellsthedomaintowhichthisrecordapplies.Time-to-live:Givesanidentificationofhowstable

therecordis(HighStable=86400i.e.no.ofseconds/day)(HighVolatile=1min)

Type:Tellswhatkindofrecordthisis.

Class:ItisINfortheinternetinformationandcodesfornoninternetinformation

Value:ThisfieldcanbeanumberadomainnameoranASCIIstring

3. NAMESERVERS:

Itcontainstheentiredatabaseandrespondstoallqueriesaboutit.DNSnamespaceisdividedupintonon-

overlappingzones,inwhicheachzonecontainssomepartofthetreeandalsocontainsnameserversholdingthe

authoritativeinformationaboutthatzone.

Figure5-2.PartoftheDNSnamespaceshowingthedivisionintozones.

Whenaresolverhasaqueryaboutadomainname,itpassesthequerytooneofthelocalnameservers:

1. Ifthedomainbeingsoughtfallsunderthejurisdictionofnameserver,itreturnstheauthoritativeresource
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records (thatcomesfromtheauthoritythatmanagestherecord,andisalwayscorrect).

2. Ifthedomainisremoteandnoinformationabouttherequesteddomainisavailablelocallythenameserversends

aquerymessagetothetoplevelnameserverforthedomainrequested.

E.g.:Aresolverofflits.cs.vle.nlwantstoknowtheIPaddressofthehostLinda.cs.yale.edu

Figure5-3.Howaresolverlooksuparemotenameineightsteps.
Step1:Resolversendsaquerycontainingdomainnamesoughtthetypeandtheclasstolocalnameserver,

cs.vu.nl.

Step2:Supposelocalnameserverknowsnothingaboutit,itasksfewothersnearbynameservers.Ifnoneofthem

know,itsendsaUDPpackettotheserverforedu-server.net.

Step3:ThisserverknowsnothingaboutLinda.cs.yale.eduorcs.yale.eduandsoitforwardstherequesttothe

nameserverforyale.edu.

Step4:Thisoneforwardstherequesttocs.yale.eduwhichmusthaveauthoritativeresourcerecords.

Step5to8:Theresourcerecordrequestedworksitswaybackinsteps5-8Thisquerymethodisknownas

RecursiveQuery

3. Whenaquerycannotbesatisfiedlocally,thequeryfailsbutthenameofthenextserveralongthelinetotryis

returned.

ELECTRONICMAIL

1.ARCHITECTUREANDSERVICES:

E-mailsystemsconsistoftwosubsystems.Theyare:-

(1).UserAgents,whichallowpeopletoreadandsende-mail

(2).MessageTransferAgents,whichmovemessagesfromsourcetodestinationE-

mailsystemssupport5basicfunctions:-

a.Composition

b.Transfer

c.Reporting

d.Displaying

e.Disposition

(a).Composition:Itreferstotheprocessofcreatingmessagesandanswers.Anytexteditorisusedforbodyofthe

message.Whilethesystemitselfcanprovideassistancewithaddressingandnumerousheaderfieldsattachedto

eachmessage.

(b).Reporting:Ithastodowithtellingtheoriginatorwhathappenedtothemessagethatis,whetheritwas
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delivered,rejected(or)lost.

(c).Transfer:Itreferstomovingmessagesfromoriginatortotherecipient.

(d).Displaying:Incomingmessagesaretobedisplayedsothatpeoplecanreadtheiremail.

(e).Disposition:Itconcernswhattherecipientdosewiththemessageafterreceivingit.Possibilitiesincludethrowing

itawaybeforereading(or)afterreading,savingitandsoon.

Mostsystemsallowuserstocreatemailboxestostoreincominge-mail.Commandsareneededtocreateanddestroy

mailboxes,inspectthecontentsofmailboxes,insertanddeletemessagesfrommailboxes,andsoon.

Figure
5-4:

Envelopesandmessages.(a)Papermail.(b)Electronicmail.
(1)THEUSERAGENT

Auseragentisnormallyaprogram(sometimescalledamailreader)thatacceptsavarietyofcommandsfor

composing,receiving,andreplyingtomessages,aswellasformanipulatingmailboxes.

SENDINGE-MAIL

Tosendane-mailmessage,ausermustprovidethemessage,thedestinationaddress,andpossiblysomeother

parameters.Themessagecanbeproducedwithafree-standingtexteditor,awordprocessingprogram,orpossibly

withaspecializedtexteditorbuiltintotheuseragent.Thedestinationaddressmustbeinaformatthattheuseragent

candealwith.Manyuseragentsexpectaddressesoftheformuser@dns-address.

READINGE-MAIL
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Whenauseragentisstartedup,itlooksattheuser'smailboxforincominge-mailbeforedisplayinganythingon

thescreen.Thenitmayannouncethenumberofmessagesinthemailboxordisplayaone-linesummaryofeachoneand

waitforacommand.

(2)MESSAGEFORMATS

RFC822

Messagesconsistofaprimitiveenvelope(describedinRFC821),somenumberofheaderfields,ablankline,andthen

themessagebody.Eachheaderfield(logically)consistsofasinglelineofASCIItextcontainingthefieldname,acolon,

and,formostfields,avalue.

Figure5-5:RFC822headerfieldsrelatedtomessagetransport

MIME—TheMultipurposeInternetMailExtensions

RFC822specifiedtheheadersbutleftthecontententirelyuptotheusers.Nowadays,ontheworldwideInternet,this

approachisnolongeradequate.Theproblemsincludesendingandreceiving

1.Messagesinlanguageswithaccents(e.g.,FrenchandGerman).

2.Messagesinnon-Latinalphabets(e.g.,HebrewandRussian).

3.Messagesinlanguageswithoutalphabets(e.g.,ChineseandJapanese).

4.Messagesnotcontainingtextatall(e.g.,audioorimages).

AsolutionwasproposedinRFC1341calledMIME(MultipurposeInternetMailExtensions)

ThebasicideaofMIMEistocontinuetousetheRFC822format,buttoaddstructuretothemessagebodyand

defineencodingrulesfornon-ASCIImessages.BynotdeviatingfromRFC822,MIMEmessagescanbesentusingthe

existingmailprogramsandprotocols.Allthathastobechangedarethesendingandreceivingprograms,whichusers

candoforthemselves.
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MESSAGETRANSFER

Themessagetransfersystemisconcernedwithrelayingmessagesfromtheoriginatortotherecipient.The

simplestwaytodothisistoestablishatransportconnectionfromthesourcemachinetothedestinationmachineand

thenjusttransferthemessage.

SMTP—THESIMPLEMAILTRANSFERPROTOCOL

SMTPisasimpleASCIIprotocol.AfterestablishingtheTCPconnectiontoport25,thesendingmachine,

operatingastheclient,waitsforthereceivingmachine,operatingastheserver,totalkfirst.Theserverstartsby

sendingalineoftextgivingitsidentityandtellingwhetheritispreparedtoreceivemail.Ifitisnot,theclient

releasestheconnectionandtriesagainlater.

EventhoughtheSMTPprotocoliscompletelywelldefined,afewproblemscanstillarise.

Oneproblemrelatestomessagelength.Someolderimplementationscannothandlemessagesexceeding64KB.

Anotherproblemrelatestotimeouts.Iftheclientandserverhavedifferenttimeouts,oneofthemmaygive

upwhiletheotherisstillbusy,unexpectedlyterminatingtheconnection.

Finally,inraresituations,infinitemailstormscanbetriggered.

Forexample,ifhost1holdsmailinglistAandhost2holdsmailinglistBandeachlistcontainsanentryforthe

otherone,thenamessagesenttoeitherlistcouldgenerateanever-endingamountofe-mailtrafficunlesssomebody

checksforit.

FINALDELIVERY

WiththeadventofpeoplewhoaccesstheInternetbycallingtheirISPoveramodem,itbreaksdown.

OnesolutionistohaveamessagetransferagentonanISPmachineaccepte-mailforitscustomersandstoreitintheir

mailboxesonanISPmachine.Sincethisagentcanbeon-lineallthetime,e-mailcanbesenttoit24hoursaday.

POP3
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Figure:5-7

(a)SendingandreadingmailwhenthereceiverhasapermanentInternetconnectionandtheuseragentrunson
thesamemachineasthemessagetransferagent.

(b)Readinge-mailwhenthereceiverhasadial-upconnectiontoanISP

POP3beginswhentheuserstartsthemailreader.ThemailreadercallsuptheISP(unlessthereisalreadya

connection)andestablishesaTCPconnectionwiththemessagetransferagentatport110.Oncetheconnectionhasbeen

established,thePOP3protocolgoesthroughthreestatesinsequence:

1.Authorization.

2.Transactions.

3.Update.

Theauthorizationstatedealswithhavingtheuserlogin.

Thetransactionstatedealswiththeusercollectingthee-mailsandmarkingthemfordeletionfromthemailbox.

Theupdatestateactuallycausesthee-mailstobedeleted.

IMAP(InternetMessageAccessProtocol).

POP3normallydownloadsallstoredmessagesateachcontact,theresultisthattheuser'se-mailquicklygets

spreadovermultiplemachines,moreorlessatrandom;someofthemnoteventheuser's.

Thisdisadvantagegaverisetoanalternativefinaldeliveryprotocol,IMAP(InternetMessageAccessProtocol).IMAP

assumesthatallthee-mailwillremainontheserverindefinitelyinmultiplemailboxes.IMAPprovidesextensive

mechanismsforreadingmessagesorevenpartsofmessages,afeatureusefulwhenusingaslowmodemtoreadthetext

partofamultipartmessagewithlargeaudioandvideoattachments.


